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For 2016, the IRS, the stales and the tax industry joined together to enact new safequards and take
additional actions to combat tax-related identity theft. Many of these safeguards will be invisible to
you, but invaluable to our fight against these criminal syndicates. If you prepare your own return with
tax software, you will see new log-on standards. Some states also have taken additional steps. See

your state revenue agency's web site for additional details.

We also know identity theft is a frustrating process for victims. If you become a victim, we are
committed to resolving your case as quickly as possible,

What is tax-related identity theft?
Tax-related identity theft occurs when someone uses your stolen Social Security number to file a tax
return claiming a fraudulent refund.

You may be unaware that this has happened until you efile your return and discover that a return
already has been filed using your SSN. Or, the IRS may send you a letter saying we have identified
a suspicious return using your SSN.

Know the warning signs
Be alert to possible tax-related identity theft if you are contacted by the IRS or your tax
professional/provider about:

= More than one tax return was filed using your SSN.

* You owe additional tax, refund offset or have had collection actions taken against you for a year
you did not file a tax return.

* IRS records indicate you received wages or other incomne from an employer for whom you did not
work.

Steps to take if you become a victim
If you are a victim of identity theft, the Federal Trade Commission recommends these steps:

* File a complaint with the FTC at identitytheft.qov.
» Contact one of the three major credit bureaus to place a ‘fraud alert’ on your credit records:
o Equifax, www.Equifax.com, 1-800-766-0008
o Experian, www.Experian.com, 1-888-397-3742
o TransUnion, www.TransUnion.com, 1-800-680-7.289
» Contact your financial institutions, and close any financial or credit accounts opened without your
permission or tampered with by identity thieves.

If your SSN is compromised and you know or suspect you are a victim of tax-related identity theft,
the IRS recommends these addiliona! steps:

« Respond immediately to any IRS notice; call the number provided or, if instructed, go to
IDVerify.irs.gov.

« Complete IRS Form 14039, Identity Theft Affidavit, if your efiled return rejects because of a
duplicate filing under your SSN or you are instructed to do so. Use a fillable form at IRS.gov,
print, then attach the form to your return and mail according to instructions.

« Continue to pay your taxes and file your tax return, even if you must do sc by paper.

If you previously contacted the IRS and did not have a resolution, contact us for specialized
assistance at 1-800-908-4490. We have teams available to assist.

About data breaches and your taxes
Not all data breaches or computer hacks result in tax-related identity theft. It's important to know
what type of personal information was stolen.



If you've been a victim of a data breach, keep in touch with the company to learn what it is doing to
protect you and fallow the “Steps for victims of identity theft.” Data breach victims should submit a
Form 14039, Identity Theft Affidavit, only if your Social Security number has been compromised and
your efile return was rejected as a duplicate or IRS has informed you that you may be a victim of tax-
related identity theft.

How to reduce your risk
Join efforts by the IRS, states and tax industry to protect your data. Taxes. Security. Together. We all
have a role to play. Here's how you can help:

* Always use security software with firewall and anti-virus protections. Use strong passwords.

» Learn to recognize and avold phishing emails, threatening calls and texts from thieves posing as
legitimate organizations such as your bank, credit card companies and even the IRS.

« Do not click on links or download attachments from unknown or suspicious emails.

o Protect your personal data. Don't routinely carry your Social Security card, and make sure your
tax records are secure.

See Publication 4524, Security Awareness for Taxpayers, to learn more.

The IRS does not initiate contact with taxpayers by email to request personal or financial
information. This includes any type of electronic communication, such as text messages and
social media channels.

Report suspicious conline or emailed phishing scams to:phishing@irs.gov. For phishing scams by
phone, fax or mail, call 1-800-366-4484. Report IRS impersonation scams to the Treasury Inspector

General for Tax Administration’s IRS Impersonation Scams Reporting.

See the main |dentity Protection page for more information.

Page Last Reviewed or Updated: 03-Feb-2016
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Identity theft
places a burden on
its victims

and presents

a challenge to
many businesses,
organizations and
governments,
including the IRS.
The IRS combats
this crime with an
aggressive strategy
of prevention,
detection and
victim assistance.

What is tax-related identity theft?

Tax-related identity theft cccurs when someone
uses your stolen Soclal Security number (SSN) to
file a tax return claiming a fraudulent refund. If you
become a victim, we are committed to resolving
your case as quickly as possible.

You may be unaware that this has happened until
you e-file your return and discover that a return
already has been filed using your SSN. Or, the IRS
may send you a letter saying it has identified a
suspicious return using your SSN.

Know the warning signs

Be alert to possible tax-related identity theft If you
are contacted by the IRS about:

* More than one tax return was filed for you,

* You owe additional tax, have a refund offset or
have had collection actions taken against you for
a year you did not file a tax return, or

* |RS records indicate you received wages or
other income from an employer for whom you
did not work.

Steps for victims of identity theft

If you are a victim of identity theft, the Federal
Trade Commission recommends these steps:

* File a complaint with the FTC at identitvtheft.cov,

+ Contact one of the three major credit bursaus to
place a ‘fraud alert' on your credit records:

= www. Equifax.com 1-888-766-0008
= www Experian.com 1-888-397-3742

= www. TransUnion,com 1-800-680-7289

» Close any financial or credit accounts opened by
identity thieves

If your SSN is compromised and you know or
suspect you are a victim of tax-related identity
theft, the IRS recommends these additional steps:

= Respond immediately to any IRS notice; call
the number provided or, if instructed, go to
IDVerify.irs.gov.

= Complete IRS Form 14039, Identity Theft
Afficiavit, if your e-file retum rejects because

of a dupticate filing under your SSN or you are
instructed to do so. Use a fillable form at
IRS.gov, print, then attach form to your paper
return and mail according 1o instructions.

¢ Continue to pay your taxes and file your tax return,
even if you must do so by paper.

* [f you previously contacted the IRS and did not
have a resolution, contact us for speclalized
assistance at 1-800-908-4490. We have teams
available to assist.

More information is available at: IRS.gov/identitytheft
or FTC’s dentitytheft.gov.

About data breaches and your taxes

Not all data breaches or computer hacks result in
tax-related identity theft. It's important to know what
type of personal information was stolen.

If you've been a victim of a data breach, keep in
touch with the company to learn what it is doing to
protect you and follow the "Steps for victims of iden-
tity theft.” Data breach victims should submit a Form
14039, identity Theft Affidavit, only if your Social
Security number has been compromised and IRS has
informed you that you may be a victim of tax-related
identity theft or your e-fite return was rejected as a
duplicate.

How you can reduce your risk

Join efforts by the IRS, states and tax industry to
protect your data. Taxes. Security. Together. We all

have a role to play. Here's how you can help:

* Always use security software with firewall and
anti-virus protections. Use strong passwords.

= Learn to recognize and avoid phishing emails,
threatening calls and texts from thieves posing as
legitimate organizations such as your bank, credit
card companies and even the IRS.

= Do not click on links or download attachments from
unknown or suspicious emails.

= Protect your personal data. Don't routinsly carry
your Social Security card, and make sure your tax
records are secure,

See Publication 4524, Security Awareness for
Taxpavers to learn more.

NOTE: The IRS does nct initiate contact with
taxpayers by email to request personal or financial
information. This includes any type of electronic
communication, such as text messages and social
media channels,

Publication 5027 (Rev. 12-2015} Catalog Number 6§7495R Department of the Treasury Internal Revenue Service www.irs.gov
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A data breach is the intentional or unintentional release or theft of secure information. It can be the
improper disposal of personally identifiable information in the trash or a sophisticated cyber-attack on
corporate computers by criminals. It can affect companies large or small.

The one common link is the victim, the person whose identity, financial or personal information has
been compromised.

Here's what you should know about data breaches:

Not every data breach results in identity theft, and not every identity theft is tax-related
identity theft.

Tax-related identity theft is when someone uses your Social Security number to file a false tax return
claiming a fraudulent refund. Your tax account is most at risk if the data breach involves both your
SSN and financial data, such as wages. Data breaches involving just credit card numbers, health
records without SSNs or even drivers’ license numbers, while certainly serious, will not affect your
tax account.

The Internal Revenue Service is committed to working with taxpayers to ensure that all tax accounts
remain secure.

The IRS stops the vast majority of fraudulent tax returns. If fraud is suspected, the IRS will contact
you via mail with instructions. Or, you may attempt to file electronically and your return is rejected as
a duplicate.

if you are a data breach victim, take these steps:

1. If possible, determine what type of Personally Identifiable Information (Pll) has been lost or
stolen. It is important to know what kind of information has been stolen so you can take the
appropriate steps. For example, a stolen credit card number will not affect your IRS tax account.

2. Stay informed about the steps being taken by the company that lost your data. Some may offer
special services, such as credit monitoring services, to assist victims.

3. Follow the Federal Trade Commission recommended steps, including:

« Notify one of the three major credit bureaus to place a free fraud alert on your credit file;
+ Consider a credit freeze, which, for a fee in some states, will prevent access to your credit
records;
¢ Close any accounts opened without your permission;
« Visit www.identitytheft.qov for additional guidance.
4. If you received IRS correspondence indicating you may be a victim of tax-related identity theft or
your e-file tax return was rejected as a duplicate, take these additional steps with the IRS:

» Submit an IRS Form 14039, |dentity Theft Affidavit
» Continue to file your tax return, even if you must do so by paper, and attach the Form 14039
= \Watch for any follow-up correspondence from the IRS and respond quickly.

Who should file a Form 140397

This form should be used if your Social Security number has been compromised and IRS has
informed you that you may be a victim of identity theft tax fraud or your e-file retum was rejected as a
duplicate. The fillable form is available at IRS.gov. Follow the instructions exactly. You can fax or mail



it or submit it with your paper tax return if you have been prevented from filing because someone
else has already filed a return using your SSN. You only need to file it once.

Additional Information

Taxpaver Guide to Identity Theft
Publication 5027, Identity Theft Information for Taxpayers

Identi ion: Prevention, Detection and Victim Assistan
Federal Trade Commission: Identity Theft/Consumer Information

Page Last Reviewed or Updated: 06-Jun-2016






Form 1 40 39 Department of the Treasury - Intemnal Revenue Service OMB Number

(April 2016) Identity Theft Affidavit 1545-2139

Complete this form if you nead the IRS to mark an account to identify questionable activity,
Section A - Check the following boxes in this section that apply to the specific situation you are reporting (Required for aif filers)
[1 1. lam subrnitling this Form 14039 for myself
[0 2. | 'am submitting this Form 14039 in response to a mailed ‘Natice’ or ‘Letter received from the IRS. If parson in Section C received
IRS ‘Notice CP 2000', or other IRS Notice questioning Income, follow the instructions on that IRS ‘Nolice’ or ‘Lelter’.
» Please provide ‘Notice' or 'Letter’ number(s) on the line to the right
9 3 1am submitting this Form 14039 on behalf of my dependent.
Please complete Section F on reverse side of this form.

Cautlon: If you are Fling this on behalf of a Minor or Dependent, filing this form will protect his or her tax account but it will not
prevent the dependent in Section € below from being claimed as a dependent by another person.

1 4. 1 am submitting this Form 14039 on behalf of anothar persan (other than my dependent).
* Please complete Section F on reverse side of this form,

Saction B - Reason For Filing This Form (Requirad)
Check only ONE of the following boxes that apply to the person listed in Section € below.
] 1. Federal tax records affected and | am a victim of identity theft

] 2. Federal tax records pot affected and | am a victim of identity theft, or an event has affected/compromised my personal
information placing me at-risk to be a future victim of identity theft.

Please provide an explanation of the identity theft issue, how you became awars of it and provide relevant dates.

Saction C — Name and Contact Information of Identity Theft Victim or Potential Victim {(Required)

Taxpayer's last name First name Middie initial | Taxpayer Identification Number
{Plaase provide your 9-digit SSN or ITIN)

Current malling addrass (apartment or suite number and street, or P.O. Box) If deceased, please provide last known address.

City State ZIP code

Tax Year(s) In which you experienced identity theft {if not known, enter '‘Unknown’ in one of the boxes below} Last tax year a
return was filed

Address used on last filed tax return (If differant than ‘Current) Names used on last filed tax return (If different than ‘Current’)

City (on tast tax return filed) State ZIP code

Telephone number with area code (Optional) if deceased, please indicate ‘Deceased’ Best time(s) lo call

Home telephone number Cell phone number

Language in which you would like to be contactad ] English [] Spanish

Section D — State or Federal Issued Identification (Required)

Submit this completed form and a clear and legible photocopy of at least one of the following documents to verify the identity of the
person listed in Sectien C above. if necessary, enlarge photocopies so all information Is clearly visible.

Check the box next to the document(s) you are submitting:
(] Driver's license [J Social Security Card [[] Passport [ Valid U.S. Federal or State government issued idenfification®*
** Federal employees should not copy his or her employee ldentification cards as 18 U.S.C. prohibils doing so.

Section E - Penalty of Perjury Statement and Signature {Rsquired)

Under penaity of perjury, | declare that, to the best of my knowledge and belief, the information enteraed on this Form 14038 is true, correct,
complete, and made in good faith.

Signature of taxpayer, or representative, conservator, parent or guardian Date signed

Catalog Number 525254 www.Irs.gov Form 14039 {Rev. 4-2016)
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Section F ~ Representative, conservator, parent or guardian information {Requirad if completing Form 14038 on somaona else’s behalf)

Check only ONE of the following five boxes next to the reason you are submitting this form
[0 1. The taxpayer is deceased and | am the surviving spouse. (No attachments are required, including death certificate)

[[] 2. The taxpayer is deceased and [ am the court-appointed or carlified personal reprasentative.
Attach a copy of the court certificate showing your appointment
[ 3. The taxpayer is deceased and a court-appointed or certified personal representative has not been appointed.
o Attach copy of death certificate or formal notification from a government office informing next of kin of the decedent's death.
o Indicate your relationship to decedent. [ ] Spouse [ Chikd [ Parent/Legal Guardian [] Other
[C] 4. The taxpayer is unable to complete this form and | am the appointed conservator or have Power of Attorney/Daclaration
of Representative authorization per IRS Form 2848.

0 Attach a copy of documentation showing your appointment as conservator or POA authorization.
o If you have an IRS Issued Centralized Authorization File {CAF) number, enter the nine-digit number:

HEORBAARR

[ S. The victim or potential victim is a ‘minor’. ‘Mino¢’ as defined per the state in which ‘minor’ resides.
By checking this box and signing below you are indicating that you are an authorized representative, as parent, guardian or legal
guardian, to file a legal document on the child's behalf.
o Indicate your redationship to minor: [J Parent/Legal Guardian (O] Fiduciary Relationship per IRS Form 56
[0 Power of Attarney [ Other

Representative's name
Last name First name | Middle initial

Last four digits of Representative's Taxpayer ID number | Reprasentative's telephona number (include area cods)

Represenlative’s current mailing address (apt, suile no. and straat, or P.O. Box)

City State ZIP code

Instructions for Submitting this Form

Submit this to the IRS via Mail or FAX to speclalized RS processing arsas dedicated to assist you. In Saction C of this form, be sure to include your Social
Security Number or Individual Taxpayer ldentification Number In the ‘Taxpayer Identification Number’ field.

Help us avoid delays:

Choose one method of submitting this form either by Mail or by FAX, not both. Please provida clear and readable photocopies. Note that 'tax retums' may
not be submittad to either the mailing address or FAX number provided below

Submitting by Mail Submitting by FAX

« |f you chacked Box 1 In Section B of Form 14033, are unable to file * If you checkad Box 1 in Section B of Form 14039 and are submitting
your tax return electronically becausa the primary and/or secondary this form In responsa to a notice or letter raceived from the IRS that
SSN was misusad, attach Form 14039 and decumentation to your shows a reply FAX number, FAX completed Form 14038 and
paper tax return and submit to the IRS location where you normally file documentation with a copy of the nolice or letter to that number.
your tax retumn, + Include a cover sheet marked ‘Confidential’. If no FAX number is shown
if you have already filed your paper retumn, submit this Form 14033 and on the notice or letter, follow the mailing instructions on the notice or letter.
documentation to the IRS location where you normally file. Refer to the « If you checked Box 2 in Section B of Form 14039 (no current tax-
‘Where Do You File' section of your retumn instructions or visit IRS.gov and related issue), FAX this form and documentation toll-free lo:
input the search term "Where to File'. B55-807-5720

-

If you checked Box 1 in Sectlon B and are submitting this Form 14039
in response to a notice or latter raceived from the IRS, return this form
and documentation with a copy of the notice or letter to the address
contained in the notice or leiter.
If you checked Bax 2 in Section B of Form 14039 (no current tax-
ralated issue), mail this form and decumentation to:

Internal Revenue Service

Fresno, CA 93888-0025

Privacy Act and Paparwork Reduction Notice

Our legal authanty In requast the information is 26 U.S.C. 6001, The primary purpose of tha form is lo provida a method of reporting idanlity thaft imsues to the (RS so that the IRS may documaent situations
mmMﬂmhmnumthdnudmummthdmmnmahlhadatom&mhnnlpmpuhxhbiﬂywdhrd‘mhmwbuﬂemﬂnkdmﬁonmaybedisdosedunlvu
provided by 26 U.5.C, 6103, Praviding the infoamation on Lhis form is voluntary. However, if you do not pravids the information it may be mora difficult to assist you In resolving your idenbity thelt issue. If you are
@ patentia) victim of idanlity theft and da not provide the required substantiation nformalion, wa may not ba nbla to place a marker on your sccount to Basist with future protection. if you are 8 victim of identity
thaﬂnnddonotpruvﬁchmmwm.ltmmﬁﬂmbrlﬁbdowmnmmdmmmHymwmbomnyprwidefnhckﬂumht.ywmhuMhukﬁmlmmIﬁn.Ywm
ol requined to provide the information requested on a form that is subject (o the Paparwork Reduction Act uniess the form disploys a valid OMB control number, Books or records relating to a form or its
h:trucﬁnnsmtbcmhimdnbl\ganrﬁmhmbommaloﬂalhmeadminhlratimalnnymnmlﬂmmuahw.Gmly.mmmmmhminbmuﬁmmumﬁdmﬁal.nmquhdw
soction 6103 Publcmpoﬂhgbuﬁmhrwsmlnﬂnndhmﬁmilntﬁmbdbaw15rnimtaspernsponu.hd.|dngmalhmhmwwnm.mmwmm.mdng
and maintaining the data neaded, and complating and reviewing the collection of inf ion, i you have ¢ I3 co g he ,dmmmmmmﬁuuhrmammm_
simpler, wa would ba happy lo hear from you. You can writa 1o the Iniamal Revanua Service, Tax Products Coordinating Commitise. SEW.CARMP:T T.5P, 1111 Constilulion Ave. NW, IR-6528, Washington,
DC 20224, Do nol send this form to this sddresa. instand, ssa tha form for liing inslruclions. Noltwithstanding any other provision of tha law, no person is required (o respond o, ror shall any parson ba subject
to a penatty for failure ko comply with, a collection of information subject 1 the requiramants of the Paperwork Reduction Act, unless thal collection of informalion diaplays a currently valid OME Control Number.

Catalog Number 52525A www.irs.gov Form 14039 {Rev. 4-2016)
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Instructions for Requesting Copy of
Fraudulent Returns

Wa know that identity theft is a frustrating process for victims, and we are taking aggressive steps to
stop fraudulent returns before they are processed. We understand victims want to know more about
the information used on the fraudulent returns using their Social Security number.

A victim of identity theft or a person authorized to obtain the identity theft victim's tax information may
request a redacted copy (one with some information blacked-out) of a fraudulent return that was filed
and accepted by the IRS using the identity theft victim's name and SSN. Due to federal privacy laws,
the victim's name and SSN must be listed as either the primary or secondary taxpayer on the
fraudulent return; otherwise the IRS cannot disclose the retumn information. For this reason, the IRS
cannot disclose return information to any person listed only as a dependent.

Partial or full redaction will protect additional possible victims on the return. However, there will be
enough data for you to detarmine how your personal information was used.

To make the request, you will need to complete a Form 4506-F, Request for a Copy of a Fraudulant
Tax Return, and mail along the required documentation to the following address:

IRS
Fresno, CA 93888-0025

The IRS may return your request if it is missing the required information and/or documentation, or is
made in a manner other than described in these instructions.

Note: For requests being sent using a Private Delivery Service ship to:

IRS

5045 East Butler Avenue

Fresno, CA 93727

"Identity Theft - Request for Fraudulent Retumn”

Required information and documentation for a request by the Identity theft victim

If you are the person whose name and SSN was used to file a fraudulent tax return, a Form 4506-F
must be completed and must contain the following information:

« Your name and SSN
* Your mailing address

« Tax year{s) of the fraudulent return(s) you are requesting
* Your signature

Your Form 4506-F be accompanied by a copy of your government-issued identification (for example,
a driver's license or passport).

Required information and documentation for a request by a person authorized to obtain the
identity theft victim’'s tax information

If you are authorized to obtain the identity theft victim's tax information, the Form 4506-F must
contain the following information:

= Your name and tax identification number (usually your SSN)

» Your relationship to the victim of identity theft (for example, parent, legal guardian, or authorized
representative)

» Your mailing address



« Centralized authorization file {(CAF) number if you were assigned one by the IRS for an
authorization that is on file with the IRS covering the requested tax year(s)

Tax year(s) of the fraudulent return(s) you are requesting

The taxpayer's name and SSN

The taxpayer’s mailing address

Your signature

Your Form 4506-F must be accompanied by a copy of your government-issued identification {for
example, a driver's license or passport). You must also Include documents demonstrating your
authority to receive the requested tax return information {for example, Form 2848, Form 8821, or a
court order) unless:;

« You are requesting return information of your minor child as a parent or legal guardian, or
¢ Your authority to obtain return information for the requested tax year(s) is on file with the IRS and
you are providing your CAF number.

FAQs
How long will it take to get the copy of the fraudulent return?

The time required to fulfill your request will depend on a number of factors. One factor is whether
there are any open, unresoclved issues with a tax return for a tax year requested. These are very
complex cases, and we will need to resclve the underlying identity theft case before we can provide
the return. The IRS will acknowledge your request within 30 days of receipt and within 90 days you
will receive the retum or follow-up correspondence.

Why Is some information on the return redacted?

The IRS may disclose return information from a fraudulent retumn to a person whose name and SSN
are listed as the primary or secondary taxpayer when the disclosure does not seriously impair
Federal tax administration. Although some information will be redacted or partially redacted, the
remaining information will allow you to determine what information the identity thief may have about
you and your family.

What information will be redacted on the copies | receive?

| Return Information | Redaction e

Names of the primary taxpayer, secondary [Entire name except the first four letters of the last

taxpayer, and dependents (or children reported |name

ffor other tax benefits) (If the last name is four letters or less, then fewer

than four letters of the last name will remain

o Msbe)

Address of the primary and secondary taxpayers |[Entire address except the street name

Names and address of all other persons or Entire name and address

fentities on return T

Taxpayer identification numbers (SSN/ITIN}and [Entire number except the last four digits

lemployer identification numbers {EIN) |
Personally identifiable numbers, such as Entire number
Designee's Personal Identification Number
{DPIN),Preparer’'s Tax Identification Number

(PTIN), etc. g e e e =

IP address and names of software companies  |Entire name and address -
Telephone number(s) ~_ |entire number except the last four digits 1
Bank routing and account number(s) B Entire number except the last four digits
Signature [Entire signature

Why can’t | request a copy of a fraudulent return that lists me or my child as a dependent?

Due to federal privacy laws, the IRS cannot disclose information to a person who is listed on a
fraudulently filed tax return unless that person’s name and SSN is listed as the primary or secondary
taxpayer on the return.



| received a letter returning my request because it was for a business. Why is the IRS
returning requests for business returns?

At this time, you can only request a copy of a fraudulent tax return filed using Forms 1040, 10404,
1040EZ, 1040NR, or 1040NR-EZ.

| received a letter returning my request because my address didn’'t match IRS records. What
do | need to do?

We will reject a request if the address you listed in the request does not match your IRS address of
record. |f you have recently moved and did not file a Form 8822, Change of Address, with the IRS,
you will need to file this to change your address of record. You can resubmit your request of a copy
of the fraudulent return after the IRS processes your address change.

How many tax years can [ request?
You can request coples of fraudulent returns for the current tax year and previous six tax years.

| attempted to e-file my return and it was rejected because someone already filed using my
Soclal Security number. Can 1 request this information now?

You may make a request at any time, but we must resolve the identity theft case before we can

share the return. If you have just found you are a victim, please see our Taxpayer Guide to ldentity
Thetft for the best steps to take to resoclve your case.

Page Last Reviewed or Updaled: 04-Oct-2016
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IRS ldentity Theft Victim Assistance: How It
Works
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We know identity theft can be frustrating and confusing for victims. When it comes to tax-related
identity theft, the Internal Revenue Service wants to resolve your case as quickly as possible. The
IRS has worked hard to help victims of identity theft by making improvements and shortening the
time it takes to resolve these complex situations.

Each taxpayer's experience will vary, depending on whether you tell us you may be a tax-related
identity theft victim or we tell you we have a suspicious tax return with your name on it. (Please note:
We also may not realize you are an identity theft victim until we begin processing the tax return or
initiate an audit.)

Here is a general oulline of what you can expect.
You tell us you may be a tax-related identity theft victim

Here's what happens if you learn you are a victim of tax-related identity theft. For example, your e-
filed return rejects because of a duplicate tax filing with your Social Security number, and you report
the incident to us:

You should file by paper if you are unabla to e-file
You should complete and file Form 14039, [dentity Theft Affidavit, with your paper tax return
Your tax return and Form 14032 are received for processing by the IRS.
Your case goes to our tdentity Theft Victim Assistance {IDTVA) organization where it will be
handled by employees with specialized training
You will receive an acknowledgment letter
« The Identity Theft Victim Assistance organization will work your case by:
e Assessing the scope of the issues, trying to determine if your case affects one or more tax
years.
o Addressing all the issues related to the fraudulent return. This includes determining if there
are additional victims, who may be unknown to you, listed on the fraudulent return.
o Researching the case to double check all the names, addresses and SSNs are accurate or
fraudulent.
o Conducting a case analysis to determine if all outstanding issues were addressed
o Ensuring your tax return is properly processed and if you are due a refund, releasing your
refund.
o Removing the fraudulent return from your tax records.
o Marking your tax account with an identity theft indicator, which completes our work on your
case and helps protect you in the future.
= You will receive notification that your case has been resolved. This is generally within 120 days
but complex cases may take 180 days or longer
« Prior to the start of the next filing season, you will receive a letter (CP01A) with an Identity
Protection Personal Identification Number {IP PIN) to help protect your tax return going forward,

We tell you we have a suspicious return with your name on it

Often, the IRS Taxpayer Protection Program identifies a suspicious tax retum bearing your name
and SSN and will send you a notice or letter. There are many reasons why a return may appear to
suspicious to us, and we take this precautionary step to help protect you. Here's what happens in
this situation:

* You may receive a letter from the IRS asking you to verify your identity within 30 days.
= You follow the letter's instructions to verify your identity at IDVerify.irs.gov:



o [f you are unable to verify using the website, you should call the Taxpayer Protection Program
toll-free number provided by the lstter.

e |f you are unable to verify your identity with the customer service representative, you may be
asked to visit an IRS Taxpayer Assistance Center in person. You should plan on providing
picture identification plus the letter and a copy of the tax retum if you did file it.

o If you are unsure about the letter's authenticity and whether it came from the IRS, go to
IDVerity.IRS.gov and follow the prompts to verify your identity.

o |f you receive this or similar notices about suspicious returns, you do not need to complete the
Form 14039 unless instructed {o do so.

o Once you verify your identity with us, you can tell us if you did or did not file the retum.

* If you did not file the raturn, it will be removed from your IRS records. You may be told you will
need to fila a paper retum for the current filing season.

« |f you did file the retum, it will be released for processing and, barring other issues, your refund
will be sent.

How quickly we can work identity theft cases depends upon the volume of work and the complexity
of the cases. Once we completely resolve your tax account issues, we will mark your account with
an identity theft Indicator to help protect you in the future.

Certain tax-related identity theft victims will be placed into the Identity Protection PIN program and
annually receive a new, six-digit iP PIN that must be entered on the tax retumn. The IP PIN adds an
extra layer of identity protection. Some taxpayers will be given the option of getting an IP PIN, using

the IRS.gov/ ippin tool.
Are there other steps | should take as a tax-related IDT victim?

You should also follow the recommendations from the Federal Trade Commission, such as
contacting one of the three credit bureaus to place a free “fraud alert” on your credit records. See

Taxpayer Guide to Identity Theft and FTC's site, www.identitytheft gov, for details.

You should also check with your state tax agency to see if there are additional steps to take at the
state level.

Other resources:
ity Protection; Preventi tection and Victim Assistan

IRS, State and Tax Industry Security Summit

Federation of Tax Administrators (State Tax Agencies)

Social Security Administration

Page Last Reviewed or Updated: 03-Feb-2016






$HIRS

News Essentials

What's Hot
News Releases

S - Basi
IRS Guidance
Media Contacts
Facls & Figures
Around the Nation
e-News Subscriptions

The Newsroom Topics

ltimedi ter
Noticias en Espafiol
Radio PSAs
Tax Scams
The Tax Gap
Fact Sheets

IRS Tax Tips
Armed Forces

Latest News Home

Tips for Taxpayers, Victims about ldentity
Theft and Tax Returns

IRS YouTube Videos
ID Theft: Protect Yourself from Identity Theft English | Spanish | ASL
1D Theft: Are You a Victim of Identily Theft? English | Spanish | ASL

Podcasts
ID Theft; Protect Yourself from Identity Theft English | Spanish
1D Theft: Are You a Victim of Identity Theit? English | Spanish

FS5-2013-3, January 2013

The Internal Revenue Service is taking additional steps during the 2013 tax season to protect
taxpayers and help victims of identity theft and refund fraud.

Stopping refund fraud related to identity theft is a top priority for the tax agency. The IRS is focused
on preventing, detecting and resolving identity theft cases as soon as possible. The IRS has more
than 3,000 employees working on identity theft cases — more than twice the level of a year ago. We
have trained more than 35,000 employees who work with taxpayers to recognize and provide
assistance when identity theft occurs.

Taxpayers can encounter identity theft involving their tax returns in several ways. One instance is
where identity thieves try filing fraudulent refund claims using another person's identifying
information, which has been stolen. Innocent taxpayers are victimized bacause their refunds are
delayed.

Here are some tips to protect you from becoming a victim, and steps to take if you think someone
may have filed a tax return using your name:

Tips to protect you from becoming a victim of identity theft

e Don't carry your Social Security card or any documents with your SSN or Individual Taxpayer

Identification Number {ITIN) on it.

Don't give a business your SSN or ITIN just because they ask. Give it only when required.

Protect your financial information.

Check your credit report every 12 months.

Secure personal information in your home.

Prolect your personal computers by using firewalls, anti-spami/virus software, update security

palches and change passwords for Internet accounts,

« Don't give personal information over the phone, through the mail or an the Internet unless you
have initiated the contact or you are sure you know who you are dealing with.

If your tax racords are not currently affected by identity theft, but you believe you may be at risk due
to a lost or stolen purse or wallet, questionable credit card activity or credit report, contact the IRS
Identity Protection Specialized Unit at 800-808-4490 (Mon. - Fri., 7 a.m. - 7 p.m. local time; Alaska &
Hawalii follow Pacific Time).

{f you believe you're a victim of identity theft

Be alert to possible identity theft if you receive a notice from the IRS or learn from your tax
professional that:

s More than one tax relumn for you was filed;

» You have a balance due, refund offset or have had collection actions taken against you for a year
you did not file a tax return;

s |RS records indicate you received more wages than you actually eamed or



s Your state or federal benefits were reduced or cancelled because the agency received
information reporting an income change.

If you receive a notice from IRS and you suspect your identity has been used fraudulently, respond
immediately by calling the number on the notice.

If you did not receive a notice but beliave you've been the victim of identity theft, contact the IRS
Identity Protection Spacialized Unit at B00-908-4490 right away so we can take steps to secure your
tax account and match your SSN or ITIN.

Also, fill out the IRS Identity Theft Affidavit, Form 14039. Please write legibly and follow the
directions on the back of the form that relate to your specific circumstances.

In addition, we recommend you take additional steps with agencies outside the IRS:

+ Report incidents of identity theft to the Federal Trade Commission at www.consumer.fic.gov or
the FTC Identity Theft hotline at 877-438-4338 or TTY 866-653-4261.
= File a report with the local police.
+ Contact the fraud departments of the three major credit bureaus:
e Equifax — www.aquifax.com, 800-525-6285
e Experian — www.experian.com, 888-397-3742
o TransUnion — www.transunion.com, 800-680-7289

* Close any accounts that have been tampered with or opened fraudulently.
More information;

= http://www.irs. goviuac/identity-Protection-Tips
» Taxpayer Guide to Identity Theit - hitp://www.irs.gov/uac/Taxpayer-Guide-to-ldentity-Theft

Help if you have reported an identity theft case to the IRS and are waiting for your federal tax
refund

The IRS is working to speed up and further streamline identity theft case resolution to help innocent
taxpayers.

The IRS more than doubled the level of employees dedicated to working identity theft cases between
2011 and 2012. As the IRS enters the 2013 filing season, we now have more than 3,000 employees
working Identity theft issues. Despite these efforts, the IRS continues to see a growing number of
identity theft cases.

These are extremely complex cases to resolve, frequently touching on multiple issues and muiltiple
tax years. Cases of resolving identity can be complicated by the thieves themselves calling in. Due
to the complexity of the situation, this is a time-consuming process. Taxpayers are likely to see their
refunds delayed for an extended period of time while we take the necessary actions to resolve the
matter. A typical case can take about 180 days to resolve, and the IRS is working to reduce that time
period.

While the identity theft cases are being worked, the IRS also reminds viclims that they need to
continue to file their tax returns during this period.

For victims of identity theft who have previously been in contact with the IRS and have not achieved
a resolution to their case, they can contact the IRS Identity Protection Specialized Unit, toll-free, at
800-908-4490. If victims can't get their issue resolved and are experiencing financial difficulties,
contact the Taxpayer Advocate Service toll-free at 877-777-4778.

More Information

It is a top priority for the IRS to help victims and reduce the time it takes to resolve their cases. In
addition, the IRS continues to aggressively expand its efforts 1o protect and prevent refund fraud
involving identity thefil before it occurs as well as work with federal, state and local officials to pursue
the perpetrators of this fraud.

For more information, see the special identity theft section on IRS.gov and IRS Fact Sheet 2013-2,
IRS Combals Identity Theft and Refund Fraud on Many Fronts.
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